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Review from Module #1

R
= Forensics: Investigation in support of
litigation
= Proactive vs. Reactive
= Paul Kedrosky article WSJ 1/30/2004

s Start with Internet research
= WWW.Nnamebase.org
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http://www.namebase.org/

'-I Investigating E-Mail

= Increasing volume of fraudulent email
= Spam costs 0.01 cents/message to send!

= Virus propagation
= Spam in the workplace

= Increased successful prosecution of
spammers!

= Deleting email
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Characteristics of Email

= Why are investigations tough??
= “Noone knows you are a dog on the Internet”

= Must tie spam to actual sender or his agent
= Why are investigations feasible?
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'-I Sending Spam

= Profile of NYC mass mailer
= 1 million messages/hour/server
= Gig-E Internet connection; SQL backend
= Call center: 45 people in Costa Rica
= Product: herbal viagra
= Many sophisticated programmers on staff
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‘ ‘I Spam Tools
= “Keep your enemies close”
= Robomail mass mailer
= Lencom email harvester
= Www.paulgraham.com
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http://www.inter7.com/
http://www.lencom.com/
http://www.paulgraham.com/

Types of Email Exploits

= Denial of Service (DOS)
= Fraudulent spam

= Phishing scams

= Viruses

= Annoyance, stalking

= “Joe Jobbing”

= 419 Scams: Nigerian Bank Accounts

b=+ = Still being used!!
0>
TE = WWW.SCamorama.com
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http://www.scamorama.com/
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Email Phishing

= Serious threat of financial loss

= Newest, most damaging type of spam
= Rely on “social engineering”

= Www.antiphishing.org
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http://www.antiphishing.org/

mail.optonline.net
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Analyzing Message Headers

= Envelope header information

= Added by sender
= Often forged

= Message Headers
= Added by receivers
= Use these for analysis

s Reference:

www.stopspam.org/email/headers.html

s Sample message header

2/02/2004
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o Fxsd

f-l Sample SPAM Message Header

Return-Path: <coleman@qwest.net>
= Received: from mx4.inch.com (mx4.inch.com [216.223.208.58])

. by util.inch.com (8.12.10/8.12.10/UTIL-INCH-3.0.10) with ESMTP id
I07AhNQs011147;

- Wed, 7 Jan 2004 05:43:23 -0500 (EST)

- (envelope-from coleman@qwest.net)

= Received: from pool-68-163-194-196.bos.east.verizon.net (pool-68-163-194-
196.bos.east.verizon.net [68.163.194.196])

. by mx4.inch.com (8.12.8p1/8.12.8/MXER-INCH-3.0.8) with SMTP id
1I07AhMF6071192;

. Wed, 7 Jan 2004 05:43:22 -0500 (EST)
n (envelope-from coleman@qwest.net)
= Received: from [80.11.104.75]
. by pool-68-163-194-196.bos.east.verizon.net id vnXzM8nKRZZT;
n Wed, 07 Jan 2004 15:35:11 +0500
= Message-1D: <10b$9--9¢$hjd7071p28-05@nm8L.1j4aipl>
O> = From: "Tracey Porter" <coleman@qwest.net>
" = Reply-To: "Tracey Porter" <coleman@qwest.net>
=$ = To:freds@inch.com
ﬁ”; = Subject: *****SPAM***** The tool Law
=
o
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Internet Investigations: NetScan
Tools

= WWW.NWPSW.COm
= 34 tools grouped Iin one windows package

= For email
= Traceroute (ICMP, TCP)
= Relay testing
= RBL (Real-time Block List) testing
= Automated data collection across multiple tools

Poly
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http://www.nwpsw.com/

*2 - NetScanTools Pro 2004 (TM) (v9.0) - o] x|
File  View Help
J MetScanT oolz Fro. Becauze you need to know what's aut there. [tm)
Welcome
P —— Realtime Black List (RBL) Check Usethis feature to check the status of an IP address or
hoztname in reattime blacklists of knowen spam sources.
Tools
_____ 'E Met TODOQFEDH? ﬂ Enter IP Address [prefered) or Hosthame 4@ Testeolor o
e = R —
""" B MNetBIOS Info-Shares |optinbig.com =lic —
----- & NetBIOS Info-Advan 4B Background colar |,
..... [ |
-Eé INetScanner o Resultz Summary
----- Z] MNetwork Statistics : —
e . e Do REL Check REL Analysis of optinbig.com [69.6.21.239] -]
----- 5 Fingerprinting
----- = Rirg Stop 3 BEL serwers hawve information about optinbig. cow.
----- & Port Scanner . ©
_____ F FEL Servers relays.orab.org
"IF RBL Check -Not listed in databasze.
----- Fr. RFC Reference
..... Ffpc EPC Info shl.spgmhf_ms. ard o
: : (. -Dezscription of listing:
""" h" SIH‘IDE Services http: //wmr, spanhaus. org/3BL/sbl. lasso?query=3EL10098
""" & SMTP Email Generat: http: /fmmr. spanhaus. org/SEL/sbl. lassorquery=5EL6636
----- mp SMMP
----- s Subnet Calculator AT P
""" B TCP Term = -Not listed in database,
L | [
_I _I multihop.dsbl. oxg
Unlire -Hot liszted in database. ;I
Frogram Info
For Help, press F1 | | | i
2/02/2004 Module 2- Investigating Email 13



S Spade - whois 80,11.104.75@whois.ripe.net, finished

File Edit VYiew Window Basics Tools Help

|[80.11.104.75 ~|| = ||| €10 = @fwhois.ripe.net ~|| #i[167.206.3.218
e |~ whois 80.11.104.75@whois.ripe.net, finished
leg |[F See http://www.rlpe.nelL/ripencc/ pub-Services/; db/ copyElght. LT
'y
Leg i netnum: 5 WS st I S W R = | I i s W Sy s
netname: TP2000-ADEL-BAS
Copy |lde=cr: B3LYO1l1l0 ILwon Blocl
R ||locountroy: FR
Faste lladmin-c: WITR1-RIPE
& |(tech-c: WITR1-RIPE
Fing =t atusz: ASSTIGHNED PA
i |lremarks: for hacking, spamming or Security problems =send
M A emarks: postmaster@dwanadoo. fr AWND abuse@wanadoo. fr
wﬁ:g mnt — by FT-BRX
changed: gqestionip. ft@francetelecom. com 20011011
Feilock. |[changead: gqesticonip. ft@francetelecom. com 20011128
a_ changed: gqestionip. ft@francetelecom. com 20020605
Dia |lchanged: gqestionip. ft@francetelecom. com 20030318
= |lzource: RTIFPE
Trace
d route: g0.11.0.0/17
Finger
- ||descr: France Telecom
Sp de=scr: Wanadoo France
Eemarkss @ 2@ sEesse s s s e s e s s s e s eSS e
Time |([Femarks: For Hacking, Spamming or Securlity problems
== |lremarlks: cend mall to abuseldwanadoo. £fr
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Investigating Spammers on the
Internet

= Spamhaus
= |IP lookup on suspect domain name
= The Spamhaus Project

= Search on usenet

= hews.admin.net-abuse.*
= Search for Scott Richter—2,040 entries

2/02/2004 Module 2- Investigating Email
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http://www.spamhaus.org/
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URL Obfuscation

= Mislead “victim” into clicking on attachment
= Reference: www.counterhack.net

= Some examples
s http://eer5673469d@www.monarch-info.com
s http://www.microsoft.com@216.223.193.36
= http://www.microsoft.com@
%77%77%77.monarch-info.com

Poly
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http://www.counterhack.com/
http://eer5673469d@www.monarch-info.com/
http://www.microsoft.com@216.223.193.36/
http://www.microsoft.com@/

Geolocation
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= Critical to forensic analysis on Internet
= Need to find a person!

= Commercial businesses
= Use for high volume investigations
= Infosplit (NYC)
= Quova

= Fraud prevention in credit card applications

Polyt
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'-I Quova Geolocation Data

= Location Data
= Continent, country, state, city, zip code
= Latitude + longitude
= Marketing Data
= DMA (Nielson Media Research)
= MSA (Metropolitan Statistical Area)
= Internet Connection
Or = ASN, carrier organization, domain
L = Connection type, speed, routing method

2/02/2004 Module 2- Investigating Email 19



e | How Quova System Works
= US Patent # 6684250 (January 27, 2004)
= They use a weighted average to find best

estimate of geographic location
= Multiple traceroutes

= DNS lookups

= Whois information

= Ping times

o> = BGP tables

b= = Regional Internet Registries (ARIN, RIPE, APNIC,
3 LACNIC)
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How Quova Works, cont.

= Local Internet Registries (KRNIC, JPNIC, etc.)
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s You can learn from them and use their
methods on individual addresses
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2/02/2004 Module 2- Investigating Email 21



'-I Sample IP Addresses
m 60.8.129.0/24

= Registered in ARIN to Roadrunner, Herndon, VA

= Hosthame: a66b8n129clientl.hawalii.rr.com

= [ raceroutes converge on.
= Fasl-0-kauihi-kalaheo-ubrl.hawaii.rr.com

s 24.112.120.0/25
= Registered in ARIN to Rogers Cable, Toronto

= Hostname: CPE002018d9dcl1-
CMO014340002240.cpe.net.cable.rogers.com

Co = Traceroutes converge on
> tigws.mtwx.phub.net.cable.rogers.com (mtwx =

By Scarborough, ON)

Poly
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-f-l Sample IPs, cont.

= 209.198.199.0/25

= Registered to Interpacket, Santa Monica, CA

= Traceroutes converge on Verestar router in Seattle
(a satellite provider)

= Research uncovers hostnames ending in
carec.org= Caribbean Epidemiology Centre in
Trinidad&Tobago

m 212.165.173.0/24
= Registered to New Skies Satellites in Netherlands

= = No hostname

8§ = Impossible to determine location: satellite
1y connection could be anywhere

[<

o
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f-l Fighting Spam
= WWW.spamconference.org

= Better filtering: Bayesian current hot
approach

= Current systems: cocktail approach

= Stamps: cost in $$%$ or CPU time
= Tarpits
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http://www.spamconference.org/

Filtering Spam

N A N0 Py
? FALSE + :‘
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82 IMPLICATIONS FOR RETAILER...FOR HMO
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Use of RMX Records

Received from
1.2.3.4

Internet Y
Email apparently from:
spammer@foo.com

DNS query RMX
record for foo.com

=

RMX records for
foo.com

1.2.3.2 CONCLUSION: NOT SsPAMII
1.2.3.3

1.2.3.4

2/02/2004 Module 2- Investigating Email
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CAN-SPAM Bill: New Weapon for
Investigators

= Ineffect Jan. 1, 2004
= Wwww.spamhaus.org/legal/CAN-SPAM.html

= Preempts state anti-spam laws
= Applies only to commercial email
= Does not require opt-in

2/02/2004 Module 2- Investigating Email
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http://www.spamhaus.org/legal/CAN-SPAM.html

CAN-SPAM Do’s

= Accurate Headers
= From: line
= Subject: line
= Origin, routing, destination

= Include opt-out address

= Include your real business address

= Clearly note that email Is advertisment
— = Mark sexually explicit material
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CAN-SPAM Don’ts

= Don’t use harvested addresses
= No dictionary attacks

= No automated account signups
= Don’t use mail relays

= How much spam today is following these 9

rules??
= Upto5yearsin jail

2/02/2004 Module 2- Investigating Email
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'-I Deleting your Own E-Mail

= Your machine could be subpoenaed!
= Don’t want to leave damaging evidence
= Keep personal email personal

= This process can be very tricky
= Client storage
= Exchange Server
= Notes Server

i = Many products don’t work

'§”§ = Evidence Eliminator: no email delete!
:>‘:1

o

o
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IE”“'ﬂ":I Deleting E-Mall: Outlook Client

= Method #1: Delete and scrub outlook.pst

= C:\documents and
settings\user\localsettings\application
data\microsoft\outlook\outlook.pst

s Method #2:

= Empty delete bin
= Compact outlook.pst file
Co = Wipe remainder of disk

2/02/2004 Module 2- Investigating Email
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.ﬁ.ctinnsl Ennfirmatinnsl Freferences Security Level I

33)

—Secunty Level Mipe Method)

‘BCyberScrub - P
File Erase View Help

The fallowing method iz used to wipe data:
Stop Software Becovery Tools

—o = : = Change methad...
= — B 5%1 ge
_—— mﬁ - & [ ==
Iterns List Eraze Al Privacy  Deleted Data Options v Use ISAAC random generator [more secure/slower]

E liminate Fecycle Bin Filez 2l Browser Traces Celeted E -mail
J @ 2 @ —Other Owenarite Optian

W Owernvwrite buffer: |5'|2 kB ""I

[v Mo buffering/caching

Security Level (Wipe Method) x|

Flease select one of the available wipe methods:

s
Stop Software Recovery Tools = B. Schneier's algorithm (7 passes)
for nomal & compressed drives J Help
™ g : Brouce Schheier affers seven pass ovenwriting algorithm in |a —_—
E Tcﬂfn?a?&ifjfmfiglj#t}sﬁ Sl hiz Applied Cryptography book. First pazz ovenwites all digk
— data with 0=FF patterns, second paszs with 0x00 patterns,
H HAVSO P-5230_26 (MFM) (3 passes) and then five times with a cryptographically secure
for nomal & compressed drives |pzeudo-random sequence.

Stop Hardware Recovery (DoD)
for nomal & compressed drives

B. Schneier's algorithm (¥ passes) Security Level: HIGH

for normal & compressed dhives Stops software recovery {unerase) tools: YES
3+7+3 Bevond DoD Standards Stops recovery via hardware tools: YES

for normal & compressed drives ;| Works with compressed drives: YES

[~

k. Cancel Help | MHew kethod... Delete Method Edit Methad. ..




2| x|

Draka Files
iouklook stores wour information on servers and in files on wour computer, Tl i |
The list below shows the locations of wour Outlook daka, Click settings ko

see more information about a daka store, Click Open Folder to display the
file Folder For ywour Sutlook daka, Yoo must shukdown CQutlook bo move or
copy these Files,

Marme | Filzname | _omment | Setkings...
Archive Folders :\Documents and Setkin. ..
Personal Folders CDocuments and Setkin.,.  Mail delivery |, ., ipen Folder. ..

Personal Folders =

General I

MName:

Filename: :\Diacuments and SettingsiFschalliLocal Settings\ap

Encryption: | Compressible Encryption

iChanges the password used to access

Change Password. ., the personal Folder File

Reduces the size of vour personal

SRR eliar s

Zarnmenk




[T Destroy all files fram the Becyele Bin bevond recoverny

Iv Eliminate the deleted information on the following drives:

=4 3% Floppy 4]
v| = |IBM_PRELOAD [C:)
:_-.‘;" Compact Dizc [D:]

[tem

E lirmina

!i CaTB{[uT

L LI

wWwWipe Ophlions
v “wipe the free [unused] disk space
| Wipe the zlack of exizting files [zlower)
[T Scramble files and folders properties [name, date, size...]

from waou _ZI-_IFIIIZIHI""T |:u-'"| ihid

forensic recavery. By zelecting the proper erase sething, you can prevent even the most

advanced and zophisticated recovery methods from retrieving pour | Skt

e Cspaver

Security Level (Wipe Method)

Flease select one of the available wipe methods:

Ouick '-.ﬁ.llip_ing {One PassMo Check) — Stop Software Recovery Tools
TornoTaldrves. - .
;'..‘“ Quick Wiping (One Pass/Check) Twio pazs wiping [one pazs with random numberz and ¢

pazz with zeroez]. Both pazses are checked.
e - : Recommended if vou only want to stop software recosw
ﬂ Quick Wiping {(Random Pass) tools. “Works with files on compreszed dhives.

for nomal & compressed drives

obje

for nomnal driwves

Stop Software Recovery Tools

for nomal & compressed dives

s 4 MAVSO P-5230-26 (RLL) (3 passes) Security Level: NORMAL
for nomal & compressed drives Stops software recovery (unerase) tools: YE=-




f-l Interesting Lab Project

= Validate email delete process
= Client side
= Server side

= Use commercial delete programs: develop
procedure

= Try to recover deleted email using EnCase

Polyt
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